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FAMM: Facial Muscle Motions for Detecting
Compressed Deepfake Videos over Social Networks

Xin Liao*, Yumei Wang, Tianyi Wang®*, Juan Hu, Xiaoshuai Wu

Abstract—As a face manipulation technique, the misuse of
Deepfakes poses potential threats to the state, society, and
individuals. Several countermeasures have been proposed to
reduce the negative effects produced by Deepfakes. Current de-
tection methods achieve satisfactory performance in dealing with
uncompressed videos. However, videos are generally compressed
when spread over social networks because of limited bandwidth
and storage space, which generates compression artifacts and the
detection performance inevitably decreases. Hence, how to effec-
tively identify compressed Deepfake videos over social networks
becomes a significant problem in video forensics. In this paper,
we propose a facial-muscle-motions-based (FAMM) framework
to solve the problem of compressed Deepfake video detection.
Specifically, we first locate faces from consecutive frames and
extract landmarks from the face images. Then, continuous facial
landmarks are utilized to construct facial muscle motion features
by modeling the five sensory and face regions. Finally, we fuse
the diverse forensic knowledge using Dempster-Shafer theory and
provide the final detection results. Furthermore, we demonstrate
the effectiveness of FAMM through analyzing mutual information,
compression procedure, and facial landmarks for compressed
Deepfake videos. Theoretical analyses illustrate that compression
does not affect facial muscle motion feature construction and
the differences in designed features exist between the real and
Deepfake videos. Extensive experimental results conclude that
the proposed method outperforms the state-of-the-art methods in
detecting compressed Deepfake videos. More importantly, FAM-
M achieves comparable detection performance on compressed
videos that are over real-world social networks.

Index Terms—Multimedia forensics, compressed Deepfake
videos, facial muscle movements, social networks.

I. INTRODUCTION

URING the mobile internet period, short video applica-
tions such as Youtube [1], Pear Video, Instagram [2], and
TikTok have flourished, which increases entertainment options
for people and makes it more convenient for them to share
their lives by videos. However, when forged videos containing
misleading contents are spread over social networks, they will
pollute the information ecosystem.
Deepfakes [3] is the product of technological advances in
artificial intelligence (AI) and stems from a combination of
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Fig. 1. Illustration of a pristine image (right) and its forgery (left) by using
Deepfakes. The fake image is derived from Deepfake video that was spread
on social media platforms of Volodymyr Zelensky announcing his surrender.

“deep learning” and “fake”. It superimposes the target person’s
face onto the corresponding position of the original person’s
face to create a forgery video containing the target person [4].
With the development of artificial intelligence technology,
Deepfake techniques have been rapidly improved and most
algorithms are open. These techniques have a lot of positive
application scenarios. For example, Deepfake techniques have
been applied in many industries including film, education, and
health care [3]. However, if these techniques are abused, they
will severely threaten the credibility and security of countries,
society, and individuals. As shown in Fig. 1, the fake video
synthesized by Deepfake techniques is indistinguishable to
eyes, with the potential to create a crisis of public trust or cause
a mist of war when distributed on the Internet [5]. In addition,
the spread and dissemination of false political information can
lead to political outcry and affect the security of the state and
individuals.

To cope with potential threats of Deepfake techniques and
mitigate the spread of false information, several Deepfake
detection approaches [6]-[30] have been developed. These
methods have achieved excellent performance in detecting
uncompressed videos, which can be roughly divided into
two types, i.e., handcraft-based and deep-learning-based meth-
ods. The handcraft-based methods [6]-[12] identify forged
videos by diagnosing the forgery process and mining heuristic
features. With the forgery techniques developing, there are
no conspicuous tampering traces in the generated Deepfake
videos, which might lead to the progressive ineffectiveness
of these methods. Furthermore, deep-learning-based method-
s [13]-[30] were proposed, which required large-scale real
and fake data to drive the models to extract distinguishable
features.

In social networks, limited by the bandwidth and storage
space, videos are usually compressed when uploading. For
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instance, the average resolution of the videos has dropped by
0.8 and 0.64 after being transmitted through Facebook and
Youtube, respectively [31]. Meanwhile, down-sampling and
quantization noise are introduced in the video compression
process to reduce temporal and spatial redundancy, which
results in compression artifacts such as blocking, blurring,
ringing, and jaggies [32] in the compressed videos, making it
more challenging for the detection model to extract distinctive
features. When the videos are the compressed ones transmit-
ted through social networks, they would mislead the neural
network learning, resulting in inferior detection performance.
The methods in [28]-[30] investigated Deepfake videos and
considered compression scenes. However, they attempted to
detect compressed Deepfake videos by using Convolutional
Neural Network (CNN) and the detection performance of
the models would be weakened by co-existing compression
artifacts. Furthermore, they focused on videos that are hard-
coded using the H.264 or H.265 codec instead of the ones
that are actually shared through current and active social
networks. Hence, effectively detecting compressed Deepfake
videos and facilitating a deeper understanding of detection
methods are the essential issues that remain to be resolved
in video forensics.

This paper proposes a method FAMM that detects com-
pressed Deepfake videos by analyzing facial muscle motion
features. When people talk or make micro-expressions, the
curvature of the facial skin undulates and causes the displace-
ment of facial feature points [33]. Agarwal et al. [6] recognized
Deepfake videos by tracking facial expressions and movements
to protect world leaders. Specifically, they extracted the inten-
sity of 16 action units to construct features and calculated
the Pearson correlation coefficient between these features to
characterize the subconscious mind of different characters.
Unlike this approach, we analyze Deepfake videos and find
that they are distorted in the facial area during the synthesis
process, resulting in unnatural muscle movements. We de-
scribe facial muscle movements and construct facial muscle
motion features from a geometric perspective. Specifically, the
lengths and angles of feature vectors that are constructed by
facial landmarks jointly represent the facial muscle motions in
our paper. FAMM focuses on mining unnatural facial muscle
motions by modeling the facial muscle features in the temporal
dimension. To capture unnatural facial muscle movements,
the feature difference between facial muscle movements of
the current frame and the succeeding one is used to catch
temporal relationships. In order to minimize the effect of noise
for temporal sequence, we construct time-series features by
calculating the absolute energy, absolute sum of first-order
differences, time-series complexity, kurtosis, and coefficient of
variation of the facial muscle motion features. The difference
and time-series features are utilized to train two different
classifiers and the results are fused using Dempster-Shafer
theory. The fusion strategy incorporates multiple forensic
knowledge, which provides a more comprehensive insight into
the facial muscle motions, resulting in improved compressed
Deepfake video detection performance. The main contributions
of this paper are as follows:

1) We construct facial muscle motion features from a
geometric perspective, which brings a distinct viewpoint
for Deepfake detection. Different from previous methods
that focus on facial tampering artifacts, we formulate
geometric features by utilizing facial landmarks to rep-
resent unnatural facial muscle motions due to temporal
discontinuity of Deepfake videos.

2) We analyze the video compression process, mutual
information, and facial landmarks, which theoretically
illustrate the interpretability of FAMM. The intra-frame,
inter-frame, and mutual information analyses indicate
that facial landmarks are invariant before and after video
compression. Furthermore, facial landmark analysis of
the whole and central faces indicates the existence of
unnatural facial muscle movements in fake videos.

3) We conduct extensive experiments to verify the detec-
tion performance on compressed Deepfake videos and
the results demonstrate that FAMM achieves promising
performance compared to the state-of-the-art methods.
More importantly, FAMM performs well on the videos
that are over real-world social networks such as Face-
book and Youtube.

The rest of the paper is organized as follows. In Section II,
we illustrate the related works of Deepfake video generation
and detection techniques. In Section III, we perform several
statistical analyses to show that compression might affect the
quality of Deepfake videos. In Section IV, we present the
details about the proposed method. In Section V, we give
the mutual information, compression procedure, and facial
landmark analyses to show the interpretability of FAMM.
In Section VI, we provide extensive experimental results
to demonstrate the performance of our method. Finally, the
conclusion is drawn in VIL.

II. RELATED WORK

Continuous improvements in Deepfake techniques make
synthesized images/videos more realistic and bring new chal-
lenges to Deepfake video forensics. In this section, we will
introduce Deepfake generation techniques and Deepfake de-
tection methods, respectively.

A. Deepfake Generation Techniques

Currently, Deepfake generation techniques can be divided
into two categories in accordance with the method of ma-
nipulation, i.e., facial replacement and facial attribute editing.
Facial replacement mainly replaces the facial region of the
target person with the face of original face, which involves
a modification of the identity attributes of the target image.
The typical representative of face replacement, FaceSwap [34],
uses classical 3D graphics techniques [35]. Nevertheless, their
complexity and high technical costs make them difficult to be
popularized. With the rapid development of deep learning tech-
niques, several researchers apply deep learning to face gener-
ation. “Deepfake” [36] is the first representative algorithm to
apply deep learning technology to facial swapping tasks, which
makes it intelligent and highly realistic. As the understanding
of deep forgery continues, more methods are proposed to
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improve face replacement. For example, FaceShifter [37] is
a method that takes face replacement to a new level.

Attribute editing focuses on editing various attributes out-
side of the target person’s face identity information, such as
expression migration [38], facial reenactment, etc. Methods
such as Face2Face, NeuralTexture, and Head2Head [39]-[41]
migrate expressions by exchanging the expression parameters
of the original face and the target face. Most of the above
methods are already available on the open-source website,
which lowers the threshold for the use of deep generation
techniques. When these methods are used indiscriminately and
maliciously, there are numerous pitfalls.

B. Deepfake Videos Forensics

The spread of Deepfake videos accelerates the prolifera-
tion of false information, which may damage the reputation
of countries and individuals. Therefore, a large number of
research works have been proposed to detect Deepfake videos,
which include two types, i.e., handcraft-based and deep-
learning-based methods.

Handcraft-based methods exposed observable features to
detect Deepfake videos. Shruti et al. [6] assumed the presence
of different expressions and movements when individuals
speak. They detected forged videos by tracking facial and head
movements to extract the intensity of specific action units.
Yang et al. [7] presented a detection method based on 3D head
pose estimation by observing errors introduced in the face
synthesis process. A novel perspective on detecting forgery
videos was adopted [8], which exposed spatial and temporal
inconsistencies in biological signals. Li et al. [9] detected
Deepfake videos by exposing blinking frequency. A detection
method based on visual artifacts was proposed to distinguish
Deepfake videos by exposing the texture structure of the face
and teeth [10]. Hosler et al. [11] found that there are unnatural
emotions in Deepfake videos and proposed a method to detect
Deepfake videos using the speaker’s faces and voices to
predict emotions. LRNet [12] was utilized to detect Deepfake
videos through temporal modeling on landmarks.

In recent years, with the rise of deep learning techniques,
many researchers proposed deep-learning-based methods to
detect Deepfake videos. Due to the presence of unique distor-
tion artifacts in fake videos, FWA [13] compared the generated
face areas and their surrounding regions, and a dedicated
CNN model was utilized to capture the distinctive artifacts
for Deepfake video detection. Afchar et al. [14] proposed
a network, namely Mesonet, with few parameters to detect
Deepfake videos, which focused on the mesopic features of
images. VGG-19 was introduced to extract image features that
were then used as input to a capsule network to detect forged
videos [15]. Sun et al. [16] first attempted to introduce self-
information metrics and designed a novel attention mechanism
based on self-information metrics, which can highlight ma-
nipulated regions. A multi-scale self-texturing network [17]
was presented to track potential texture traces during image
generation to detect Deepfake videos from the perspective of
image generation, simulating the forgery process based on
image generation. RECCE [18] is a forgery detection frame-
work based on reconstruction-classification learning, where the
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Fig. 2. Illustration of the process for generating fake videos. The figure
shows that Deepfake is essentially a face swap of the video frames and then
the video frames are composited into the video whose temporal relationships
are ignored.

reconstruction learning enhances the learning representation
and the classification learning mines the essential differences
between real and forged images to facilitate the understanding
of forged images. Nevertheless, the single-frame approaches
captured the local features of the images adequately but
ignored the temporal information. Giiera et al. [19], and Sabir
et al. [20] proposed the time-aware Deepfake video detection
methods using CNN to extract frame-level video features. The
optical flow field was adopted to detect Deepfake videos [21].
Masi et al. [22] extracted a multi-domain fusion approach,
which fused the spatial, temporal, and frequency-domain in-
formation to achieve detection. Deeprhythm [23] monitored
the heartbeat rhythms to expose Deepfakes. Based on the
analysis of motion, Haliassos et al. [24] realized the detection
of Deepfake videos by using the rich semantic features learned
from lip reading to represent the high level of inconsistency in
semantics to distinguish natural and abnormal oral movements.
Wang et al. [25] proposed a novel dual-branch complementary
dynamic interaction network to detect Deepfake videos using
global and local anomalous dynamic artifacts. A new multi-
rate excitation network [26] was utilized to detect Deepfake
videos, which can efficiently excite dynamic spatiotemporal
inconsistencies from a multi-rate perspective. Yang et al. [27]
proposed a masked relation learning framework to address the
problem of large redundancy in relational information, which
used a masked relation learner to aggregate and propagate
relational information to capture irregularities for Deepfake
video detection.

In fact, compressed videos are more common in social
networks. The above methods suffer from performance degra-
dation when detecting compressed videos because of com-
pression artifacts and noise. FT-two-stream [28] was a two-
stream network that analyzed the frame-level and temporality-
level features to detect compressed Deepfake videos. In the
meantime, they introduced a pruning algorithm to prevent
the model from fitting the compression noise. Since the up-
sampling operation is common in the forgery process and
usually leaves detectable artifacts in the phase spectrum,
SPSL [29] used the phase spectroscopy approach to detect
forged videos. In addition, they dropped many convolutional
layers to reduce the receptive field to focus on local regions
that lack high-level semantic information. ADD [30] applied
frequency-domain learning and optimal transfer theory to
knowledge distillation, improving the detection performance
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TABLE 1
MEASURING NOISE LEVEL OF HARD-CODED VIDEOS (FACEFORENSICS++
LQ) AND COMPRESSED VIDEOS IN REAL SCENES (FACEFORENSICS++
SOCIAL) USING PSNR, SSIM, VIF, RECO.

Index PSNR SSIM VIF RECO
FaceForensics++ LQ 32.60 0.84 0.48 0.85
FaceForensics++ Social ~ 37.95 0.92 0.56 1.16

Uncompressed Deepfake Frame Compressed Real Frame Compressed Deepfake Frame

(c) Both-Two Artifacts

(a) Tampering Artifacts (b) Compression Artifacts

Fig. 3. Analyses of compression and tampering artifacts. The uncompressed
Deepfake frame (a) generated by Face2Face leaves visible tampering artifacts.
The compressed real frame (b) leaves compression artifacts and the com-
pressed Deepfake frame (c) generated by Face2Face leaves both compression
and tampering artifacts.

of deepfake images. However, these methods benefit from the
powerful ability of deep learning, which is not conducive to
an intensive understanding of detection methods, and the com-
pressed detection performance of the model is necessary to be
improved. Furthermore, they only concentrate on compressed
videos with hard-coded implementations, while compressed
videos in realistic scenarios are ignored.

ITI. THE ANALYSIS OF COMPRESSED DEEPFAKE VIDEOS

In this section, we first demonstrate the motivation of
designing facial muscle movement features from a geometric
perspective by analyzing compressed Deepfake videos. Then,
we describe the synthesis process of Deepfake videos to
illustrate the presence of unnatural facial movements.

A. Motivation

Compressed videos are widely used in social networks due
to the expensive cost of storage and transmission. Compression
coding mainly exploits a large amount of redundant data
in videos, such as spatial redundancy, temporal redundancy,
and visual redundancy. The size and visual quality of the
videos are affected by compression, and compression artifacts
are generated in these videos. We use Peak Signal to Noise
Ratio (PSNR) [42], Structural Similarity (SSIM) [43], Visual
Information Fidelity (VIF) [44], and Relative Polar Edge
Coherence (RECO) [45] to measure the video quality. PSNR
is one of the most commonly used objective criteria for
evaluating images and a larger value of PSNR usually means
less distortion. SSIM mainly considers the three key features
of image brightness, contrast, and structure. A value closer
to 1 indicates a stronger perceived similarity between the two
images. VIF is an image quality index based on information
theory and more significant value demonstrates the better
quality of the fused image. RECO can be used to measure the
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Fig. 4. The statistical intensity of action unit (AUO7) is tracked in 100
original videos and 100 Deepfake videos. AU can represent facial muscle
movements and there is a significant contrast of the intensity between the real
and fake videos.

quality of videos. As shown in Table I, the values of PSNR
and SSIM between the uncompressed videos and hard-coded
compressed ones are 32.60 dB and 0.84, and the values of
PSNR and SSIM between the uncompressed videos and the
ones of social networks are 37.95 dB and 0.92, which means
that compression brings noise information. The values of VIF
and RECO indicate that there exists noise in the vision and
edge.

In addition, we demonstrate some intuitive results. As
shown in Fig. 3(a), Deepfake videos compositing process
distorts face area and the tampering artifacts are observed.
Besides, compression artifacts (Fig. 3(b)) that are similar to
tampering artifacts exist in the compressed real videos. More
importantly, as shown in Fig. 3(c), the compression artifacts
and tampering artifacts co-exist in the compressed Deepfake
frames, which makes it challenging to extract distinguishable
features from compressed Deepfake videos.

B. The Analysis of Unnatural Facial Movements

The synthesis process of Deepfake videos can be divided
into training and testing phases. In the training phase, the
encoders are used to learn paired face features, and in the
decoding process, the different decoders are used to decode
the faces. The testing phase is shown in Fig. 2, such that
the synthetic faces are obtained by decoding the latent faces
generated by face B (A) using the decoder of face A (B).
These faces are utilized to generate Deepfake videos frame
by frame and these videos have poor fitting in the tempo-
ral dimension. Therefore, unnatural expressions presented in
Deepfake videos lead to abnormal facial muscle movements.
The movements of facial muscles can be coded using facial
action units (AU) [46]. Thus, we select 100 original videos and
100 corresponding fake ones from FaceForensics++ LQ [47]
and track the intensity of the action units by utilizing the
open-source facial behavior analysis toolkit Openface2 [46].
We normalize the intensity of the lid tightener (AUO7) and
calculate the corresponding statistical values. The result is
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Fig. 5. An overall architecture of FAMM. The facial landmark extraction module obtains the landmarks from videos. The facial muscle motion feature

construction module generates the geometric features that input the classifiers. The prediction probability fusion module utilizes Dempster-Shafer theory to

integrate the outputs.

shown in Fig. 4, which illustrates that the intensity of real
videos is significantly different from those of fake videos.
Furthermore, we can observe that the curve of real videos is
smoother than that of fake videos. In this paper, considering
the robustness of geometric features, we devise the facial
muscle movement features from a geometric perspective for
the compressed Deepfake video detection case.

IV. FAMM: FACIAL-MULSCLE-MOTIONS-BASED

DETECTION FRAMEWORK

In this section, we first provide an overview of FAMM.
Then, the details of the facial landmark extraction, facial
muscle motion feature construction, and prediction probability
fusion are introduced, respectively.

A. Overview of the proposed FAMM

The primary purpose of this work is to detect Deepfake
videos over social networks. Fig. 5 illustrates the proposed
facial-muscle-motions-based framework. FAMM consists of
three modules: facial landmark extraction, facial muscle mo-
tion feature construction, and prediction probability fusion.
First, we extract continuous frames from the videos and detect
faces from frames. Since the precision of the landmarks is
crucial for feature extraction, face alignment is performed
before retrieving the 68-point facial landmarks. Second, we
select the regions of interest (ROI) to construct facial muscle
motion features. In order to effectively capture unnatural facial
motions, we conduct feature transformation from two differ-
ent perspectives. On the one hand, the relationship between
adjacent frames is represented by changes in distance and
angle features to expose unnatural facial muscle motions. The
difference features between facial muscle motion features of
the current and succeeding frames are utilized to train Gate
Recurrent Unit (GRU), and then the predicted probability
values of the videos are obtained. On the other hand, The
presence of compression noise in compressed videos makes
it more difficult to model the temporal dimension. Therefore,
the time-series features of the facial muscle motion features
are calculated to enlarge the unnatural facial muscle motions.
Finally, Dempster-Shafer theory is utilized to fuse the outputs
of GRU and SVM classifiers. The difference features are
utilized to train GRU and the motion information of facial

muscle motion features could be captured. As for SVM, the
temporal information is obtained by learning the time-series
features.

B. Facial Landmark Extraction

The facial landmark extraction module is utilized to extract
facial landmarks from videos for feature construction and it
consists of four main steps: frame extraction, face detection,
face alignment, and landmark extraction. Face detection and
face alignment are utilized to extract precise landmarks from
videos in this module. In the video detection task, the primary
means of determining the authenticity of a video is identifying
the real or fake frames. Since FAMM focuses on temporal re-
lationships, it is necessary to process the videos as continuous
frames. We focus on the face regions because the tampered
part of the Deepfake videos is the face area. The classical
face detector, D1ib [48], is applied to extract the faces
from consecutive frames. Since the designed facial muscle
motion features rely on facial landmarks, we need to retrieve
landmarks from the detected faces. Moreover, we adopt the
face alignment operation in the face detection procedure,
aiming at extracting the facial landmarks from the aligned
face images. We utilize the human eyes for face alignment.
The center points of the left and right eyes are calculated
separately and the angle between the central coordinate line
and horizontal direction is computed. Then, the affine matrix is
calculated and the affine transformation is performed to align
the faces. The face alignment process improves the accuracy
of extracting landmarks, which facilitates the computation of
subsequent features. Finally, the continuous facial landmarks
L are extracted.

C. Facial Muscle Motion Feature Construction

Talking or making expressions can cause facial movements,
especially in five sensory areas. Traditional methods usually
encode the facial action units (AU) and then extract the signal
to represent the movement of facial muscles. However, these
methods are susceptible to compression. In fact, when people
make expressions or speak, they will cause facial muscle
movements. When the facial muscles move, the feature points
of the face will follow the facial muscles. In this paper,
the process of movements generated by talking or making
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Fig. 6. Illustration of the selected feature points. The 42 feature points were
extracted to construct ROI regions, i.e., five sensory regions (brows, eyes,
mouth, and nose) and face regions (left-face and right-face).

expressions is defined as the movements of facial muscles and
we construct facial muscle motion features from a geometric
perspective to improve the robustness of our method for
detecting compressed videos over social networks. The five
sensory areas and the face areas are selected as ROI (as Fig. 6
shows). Then, the facial landmarks of ROI are selected and the
facial muscle motion features are constructed. For modeling
of the five sensory areas, inspired by [49], the brows, eyes,
nose, and mouth regions are selected to construct geometric
facial muscle motion features. The distance and angle features
are calculated separately, which characterize the lengths and
directions of the feature vectors, respectively. The feature
vectors designed for the five sensory regions are shown in
Fig. 7, where (a), (b), (c), and (d) are the features designed
for the brows, eyes, mouth, and nose regions, respectively.
Vectors with the same number construct an angle. Meanwhile,
we calculate the lengths of the solid line vectors (as Fig. 6
shows (A2)) to characterize the distance features. For brow
area, it is primarily related to the movement between the brows
and eyes. The eye area focuses on eye movement processes,
including the eyes opening and closing movements. The de-
signed features of the left eye are symmetrical to those of the
right eye and their axis of symmetry is a line perpendicular
to the line formed by landmark 39 and landmark 42. In Fig.
6(b), for the left eye, taking landmark 39 at the corner of the
eye as an example, it constructs a feature vector (AS) with
landmark 38 inside the eyebrow and we calculate the length
of the feature vector. At the same time, a new feature vector
(AS5) is constructed by landmark 39 and landmark 36 at the
end of the eye and the angle between the two feature vectors
is calculated. For the right eye, the features are constructed
in the same way as the left eye and we take landmark 42
at the corner of the right eye as an example. We construct a
feature vector (A6) with landmark 43 inside the eyebrow and
calculate the length of the feature vector. Similarly, landmark
42 and landmark 45 at the end of the right eye construct a
feature vector (A6) and calculate the angle between the two
feature vectors. The rest of the features are constructed in
the same way as the features above. For nose area, we can
represent the movements by the variation at the ends of the
nose. When a person talks or makes a facial expression, the
movements around the lip are more pronounced. We use the
lip shape and the process of opening and closing the lip to

(a) bows

(e) left-face

(f) right-face

Fig. 7. Schematic diagram of the features of the five sensory areas and face
regions design. For five sensory areas, where those with the same number
indicate that the two vectors form a vector angle, and the vector of solid lines
is chosen to calculate its length. For the face regions, this is illustrated by the
left-face region. The vector vg is used as the base vector with other feature
vectors to construct the features. The right-face region features are constructed
in the same way as the left face region. (a) bows, (b) eyes, (c) mouth, (d)
nose, (e) left-face, (f) right-face.

describe the movements of the muscles surrounding the lip.

The construction of feature vectors for the face regions, as
shown in Fig. 7(e) and Fig. 7(f), is different from that of the
five sensory areas. For the left-face region, the feature vector
vo constructed from landmarks 0 and 39 is selected as the base
vector to construct angles with the other vectors and lengths of
the first 6 feature vectors are calculated. Following the same
procedure, the vector of landmarks 16 and 42 in the right-face
region is adopted as the base vector to compose the angles with
other vectors. Therefore, the facial muscle motion features can
be computed by

g 010 L 012 LUm O1m

log 021 lag 029 lom  O2m
VEC = | | ) , , (D

ln,l an,l ln,2 9n,2 ln,m 9n7m

where m = 33 is the number of the designed distance or angle
features, which is the sum of the number of features in the five
sensory and face regions (as Fig. 7 shows). In this paper, we
design distance features and angle features to jointly represent
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facial muscle movements. Therefore, for a certain frame of
the video, the feature dimension is 66. [; ; is the j-th distance
feature of the i-th frame and 0; ; is the j-th angle feature of
the i-th frame. n is the number of input frames of a video and
it might influence the modeling of the temporal dimension.
We also analyze the impact of n in Section V.

Facial muscle motions are activities with continuity between
adjacent frames. Deepfake videos are synthesized frame by
frame while ignoring temporal coherence in the synthesis
process. Therefore, temporal continuity is disrupted due to the
shortcomings of synthetic technologies, resulting in Deepfake
videos with unnatural facial muscle motions. To capture un-
natural facial motions, we subtract the facial muscle motion
features of the current frame from those of the next frame,
which can be computed by

Al ABy 1 Al ABy o -+ Alyyy AB1L
Aly 1 Abyq Aly g Aby o -+ Aly 1y Aba oy,
DVEC = . . . .. . .

Alk,l Aek,l Alk,Q Aek,Q e Alk,nb AGk:,'rn

where k = n — 1, Ali’j = liJrLj — li)j and AQW» = 9i+1,j —
0;;, for 1 < i <mnand 1 <7 < m .DVEC indicates the
relationship between adjacent frames and is used to represent
the movement patterns of facial muscle motion features.
Unfortunately, noise is introduced into videos during com-
pression, which could interfere with the modeling of the
temporal dimension. Therefore, we enhance unnatural facial
muscle motions by utilizing discontinuity in the temporal
sequence of facial muscle features. The input frame sequences
are regarded as a coherent whole. For the j-th column of
the facial muscle motion features, it can be denoted as
VEC:J‘ = [VECOJ, VECLJ‘, veny VECn’J] and VECZ'J‘ is the j-th
feature of the ¢-th frame. In particular, we calculate five time-
series features, including the absolute energy, absolute sum
of first-order differences, time-series complexity, kurtosis, and
coefficient of variation of the facial muscle motion features.

« The absolute energy indicates the squared fluctuation of
the time-series data away from the origin. It can be
computed by

E(VEC.;) =Y VEC;,. 3)
i=1
e In order to describe the absolute fluctuations between
adjacent observations of time-series data, we calculate
the absolute sum of first-order differences by

n—1
A(VEC. ;) = " |VEC;y1 ; — VEC; ).

i=1

“4)

o The time-series complexity is used to evaluate the com-
plexity of a time-series. It can be generated by

n—1

> (VECi;1; — VEC; ;).

i=1

O(VEC. ;) = (5)

Algorithm 1: The Procedure of Facial Muscle Motion
Features Construction
input :
The facial landmarks L
The number of input frames of a video n
output:
The difference features DVEC
The time-series features TVEC

1fori=1—ndo

2 for j=1—33do

3 Calculate distance feature [; ;

4 Calculate angle feature 0; ;

5 VEC + (liJ', oi,j)

6 end

7 end

gfori=1—-n—1do

9 for j =1 — 66 do

10 Compute difference between adjacent frames of
distance features Al; ;

11 Compute difference between adjacent frames of
angle features A6; ;

12 DVEC + (Al@j, AHLJ)

13 end

14 end

15 for j =1 — 66 do

16 Construct continuous vector:

VEC. j=[VEC, ;, VEC, ;, .., VEC,, ;]

17 E(VEC. ;) < VEC. ; away from the origin

18 A(VEC. ;) + absolute fluctuations of VEC. ;

19 K(VEC. ;) + complexity of VEC. ;

20 O(VEC. ;) < fourth-order standard moment of
VEC,

21 | C(VEC. ) « ratio of the standard deviation to the
mean of VEC. ;

22 Obtain time-series features TVEC by cascading
VEC. ;), A(VEC. ;), K(VEC.;), O(VEC. ),
C(VEC. ;)

23 end

24 Return: DVEC, TVEC

e The kurtosis is the fourth-order standard moment. The
kurtosis can be denoted as
VEC.; — i

9j

K(VEC.;) = E[( )Y,
where o is the standard deviation of the time-series and
ft; is the mean of the time-series.

o The coefficient of variation is the ratio of the standard
deviation to the mean. Namely, the coefficient of variation
is obtained by

(6)

gj
Hyj @
Then, the time-series features TVEC can be obtained by
cascading E(VEC.;), A(VEC.,;), O(VEC.;), K(VEC.;),
C(VEC. ;).
We derive and resolve facial muscle motion features from
the videos to characterize the unnatural movement patterns

C(VEC. ;) =
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of the facial muscles. A detailed description of facial muscle
movement features construction is given in Algorithm 1.
DVEC can be seen as the speed pattern of VEC, which is used
to capture time discontinuity by training GRU. Time-series
features are applied to enhance unnatural facial movements
by training SVM.

D. Prediction Probability Fusion

In the fusion module, Dempster-Shafer theory is utilized
to effectively fuse the corresponding prediction probability
values of GRU and SVM classifiers. Since GRU could process
sequence data, we utilize difference features to train GRU
and capture temporal relationships. Time-series features are
utilized to train the linear classifier SVM for enhancing
unnatural facial muscle movements. For our classification task,
let Oy and O; indicate the original video and Deepfake video.
GRU outputs the predicted probability values m,(Op) and
mg(01), which have the following characteristics,

{mg<oo>,mg<ol> >0,

8
my(00) +my(O1) = 1, ®

where my(Og) and my(O1) are the probability values that
GRU predicts to be the original and Deepfake videos, re-
spectively. m4(Og) and m4(O;) are the predicted probability
values of the original and Deepfake videos for SVM. For our
forensics scenario, m4(Op) and m4(O;) are the nonnegative
numbers, and their sum is equal to 1, i.e.,

{ ms(Oo),ms(Ol) Z Oa

ms(Oo) =+ ms(Ol) =1. (9)

The process of prediction probability fusion of GRU and SVM
classifiers contains two steps. First, we calculate the normality
factor K for initialization and it can be obtained by

K =mgy(0p) - ms(01) + mg(O1) - ms(Oo). (10)

Then, we fuse the results of dual classifiers. For the origi-
nal videos, the fusion results of the dual classifiers can be
expressed as

m(Oo) My (00>]'(m8 (OO) 7

where m(Oy) is the final probability value of the original video
and the final probability value of the Deepfake video m(O1)
is fused in the same way as m(QOp).

Through the above fusion process, the prediction probability
values of GRU and SVM are integrated. Since Deepfake
detection is a binary classification task, the final outputs of
the model are two probability values. Furthermore, in Section
VII, the ablation study shows the effectiveness of Dempster-
Shafer theory.

— my(Op) @ ms(Op) = (11)

V. INTERPRETABILITY OF FAMM

We provide the interpretative analyses of FAMM. Theoret-
ical analyses of mutual information and video compression
reveal that landmark errors are not introduced in the com-
pression process, and theoretical analysis of facial landmarks
indicates discrepancies in real and fake videos.

Landmarks before and after compression of original video Landmarks before and after compression of Deepfake video
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Fig. 8. Difference between horizontal and vertical coordinates before and
after compression.

A. Interpretation for Detecting Compressed Videos

In this paper, we mainly use the extracted facial landmarks
to construct feature vectors that characterize the movements
of facial muscles. Hence, we demonstrate the robustness of
the designed features since landmark extraction is not affected
by compression. In information theory, mutual information
is utilized to measure the information shared between two
variables. The more redundant information between two vari-
ables, the greater the mutual information. We use mutual
information to measure the dependence of facial landmarks
between uncompressed videos L* and compressed videos L,
which can be calculated as

MI(L*;L°)=H(L*)+ H(L°) — H(L",L*), (12)
where H (L") is the information entropy of uncompressed
video landmarks, H (L¢) is the information entropy of com-
pressed video landmarks, and H(L",L?) is joint entropy of
landmarks between uncompressed and compressed videos.

FaceForensics++ Social [31] is a compressed video dataset
of the real social network obtained by uploading part of
the FaceForensics++ videos to Facebook and Youtube and
re-downloading them. For the mutual information of video
landmarks in FaceForensics++ Social, we randomly selec-
t 100 videos from FaceForensics++ Social and select the
corresponding 100 videos from FaceForensics++ raw [47].
According to Eq. (12), the mutual information value of facial
landmarks is obtained. The calculation method of the mutual
information of FaceForensics++ LQ [47] compressed video
is the same as that of FaceForensics++ Social. We also
randomly select 100 videos from FaceForensics++ LQ and
select the corresponding 100 videos from FaceForensics++
raw. Then, the mutual information value of facial landmarks
is calculated. The normalized M I(L*; L®) of FaceForensics++
LQ and FaceForensics++ Social are 0.996 and 0.9958, which
demonstrate that mutual information values of landmarks
between compressed and uncompressed videos are close to
1.

Besides, we also analyze the compression process to illus-
trate that facial landmarks are not affected by compression.
The video compression process consists of chunking, intra-
frame prediction, inter-frame prediction, quantization, and en-
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coding. We analyze the intra-frame and inter-frame predictions
to demonstrate that the compression process does not impact
facial landmarks. -

For intra-frame prediction, let fi""%(z,y), fintre(z,y)
be the i-th frame intensity value at pixel (x,y) and the i-
th frame predicted value obtained by the reference pixels,
respectively. The prediction error at pixel (z, y) of i-th frame is
the difference between intensity value and predicted intensity
value, which can be calculated as

e, ) = [ )~ F ).

For inter-frame prediction, let (v, v,) be the motion vector
of the current image block, which is utilized for motion
compensation to achieve prediction. Let f{"'*"(z,y) be the
i-th frame intensity value at pixel (x,y). The intensity value
of the previous image block at (z—v,, y—v, ) is used to predict
the current frame. The prediction value can be calculated as

13)

inter
i—1

FMer(@,y) = fiMer (2 — v,y — vy). (14)

The prediction error at pixel (x,y) of i-th frame is the dif-
ference between intensity value and predicted intensity value,
which can be expressed as

eénter (CC, y) = f;nte’l“(x, y) -

The prediction errors are quantized and coded to obtain
the compressed data. The above process shows that the com-
pression process operates on the pixel values of the image
frames (chroma, luminance) without modifying landmarks.
Consequently, the landmarks are not affected by compression.

To further illustrate the above views, we select an original
video and a corresponding fake video from FaceForensic-
s++ [47] to draw the landmarks before and after compres-
sion. The results in Fig. 8 show that the distribution of the
landmarks before and after compression is almost identical,
which indicates that compression process would not affect the
landmarks. Therefore, FAMM has significant advantages for
compressed Deepfake video detection.

wnter
i—1

(x — vg,y —vy). (15)

B. Interpretation for Facial Landmarks between Real Videos
and Fake Videos

Estimated head poses of 2D landmarks are utilized to reveal
errors introduced by the synthesis procedure. Let R, and R,
be the rotation matrices estimated using facial landmarks from
the whole face and the central region. The 3D vectors in the
head direction corresponding to the two rotation matrices can
be expressed as

Vo =R, 7.V =R[7Z, (16)
where 7 = [0,0,1]7. The cosine distance between two
vectors can be expressed as

Ve - Ve
cos(Va,ve) =1— S (17)
[Vl [[vell
where cos(v,,v¢) € [0,2].
According to the study [7], the cosine distances

cos(vaT, veT) between two vectors of real videos are mostly in

the range of 0 ~ 0.02. For Deepfake videos, the majority of
cos(v!, v!) are distributed in the range of 0.02 ~ 0.08, i.e.,

cos(ﬁ’,ﬁ’) < cos(v_gf, v_gf) (18)

According to Eq. (18), we can know that the cosine distances
of original videos are not equal to the cosine distances of
Deepfake videos in most cases. Combining Eq. (17) and
Eq. (18), the cosine distances of original and Deepfake videos
can be expressed as

e wl )
=00 =
var [ Hverl] = [vaIl [[vell
According to Eq. (16), Eq. (19) can be expressed as
R, R, R K
ra Cr # fa Cf . (20)
(IR [IRCI[ ™ (IR IR

R, and R, are the rotation matrices estimated using facial
landmarks from the whole face and central region, and they
are inclusion relations. According to Eq. (20), we could derive
the relationship between rotation matrices in real videos R},
R’ and fake videos R, R/. Namely, R, # R or R, # R.
Since the estimation matrices are estimated by landmarks, the
landmarks of real and fake videos are not equal. The above
analysis demonstrates that landmark errors are introduced in
the forged video, which might cause unnatural facial muscle
movements. Hence, FAMM can effectively detect Deepfake
videos.

VI. EXPERIMENTS

In this section, we first describe the experiment settings.
Secondly, we conduct experiments with different numbers
of frames per video to obtain optimal performance. Then,
ablation experiments are conducted to demonstrate the effec-
tiveness of Dempster-Shafer theory and the combination of
distance and angle features. In addition, we provide the com-
parisons between FAMM and some state-of-the-art methods
for Deepfake video detection. Moreover, a cross-manipulation
performance comparison is presented to illustrate the robust-
ness of FAMM. Finally, we visualize and analyze the designed
features to illustrate the effectiveness.

A. Experiment Settings

Datasets. Following previous Deepfake detection approach-
es, we conduct our experiments on FaceForensics++ [47]
(FF++) dataset. It is the most widely used dataset that
contains 1000 original videos from Youtube. Furthermore,
the FF++ dataset comprises five types of forgery videos
namely DeepFakes [36], Face2Face [39], FaceSwap [34],
NeuralTexures [40] and FaceShifter [37]. These videos are
compressed into two versions: medium compression (HQ) and
high compression (LQ), using the H.264 codec with a constant
rate quantization parameter of 23 and 40, respectively. The
compressed videos of FF++ are implemented by hard-coding,
but the videos from social networks are compressed by diverse
coding methods. Thus, we further evaluate the performance of
FAMM on FaceForensics++ Social [31] dataset for compressed
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TABLE III
ABLATION STUDY-THE DETECTION ACC (%) OF DEMPSTER SHAFER
INTEGRATION.

Datasets DVEC TVEC FAMM

DeepFakes 80.54 83.69 90.00

FaceSwap 79.60 79.00 92.75

Face2Face 77.20 72.60 91.00

NeuralTextures 81.50 80.50 85.50

FaceShifter 73.26 74.05 87.50
TABLE IV

ABLATION STUDY-THE DETECTION ACC (%) OF THE COMBINATION
DISTANCE AND ANGLE FEATURES.

Datasets w/ distance features  w/ angle features FAMM
DeepFakes 86.25 87.50 90.00
FaceSwap 66.50 88.50 92.75
Face2Face 78.00 89.50 91.00

NeuralTextures 68.50 79.00 85.50
FaceShifter 70.50 79.00 87.50

videos in real-life scenarios. FaceForensics++ Social dataset
contains 3360 compressed videos that are distributed by two
social networks, namely Facebook and Youtube.
Implementation Detail. We sequentially extract consec-
utive frames by utilizing OpenCV [50] and D1ib [48] is
adopted to extract the faces from the frames. For GRU,
following the default settings [12], the batch size is set as
1024 and the learning rate is set as 1 x 1073. The Adam
optimizer [51] is utilized to optimize the model. The GRU
has an output dimension of 64 and two fully connected layers
with dimensions of 64 and 2. A dropout layer with dr = 0.25
is set up between the input and the RNN. Two additional drop
layers are added to segment the remaining layers. For SVM,
a linear kernel function with v = 107 and penalty factor
C = 0.2. In our experiments, we adopt an 8:2 dataset split,
which means 80% of the videos are used for training the model
and 20% for testing. Specifically, as for DeepFakes, we select
800 original videos and 800 fake videos for training, and 200
original videos and 200 fake videos for testing. The settings of
the remaining types of videos are consistent with DeepFakes.
Baselines. We compare FAMM with the baseline methods.
FWA [13], Mesonet [14], Capsule [15], RECCE [18], SP-
SL [29], ADD [30] are representatives of the frame-level based
methods, LRNet [12], Re-network [19], FT-two-stream [28]
are representatives of the video-level based methods. The
detailed parameters of the baselines are described as follows.

e« LRNet [12]. This paper utilized facial landmarks for
temporal modeling to detect Deepfake videos. For the
training of the model, we extract the coordinates of the
facial landmarks from the videos and calibrate them to
train the model.

o FWA [13]. This paper applied a CNN (ResNet50) mod-
el to capture tampering artifacts to detect deep forged
videos. For the training of the model, 10 frames of a video

TABLE V
ABLATION STUDY-THE DETECTION ACC (%) FOR TRAINING DVEC
USING GRU AND TRANSFORMER.

Datasets GRU Transformer
DeepFakes 80.54 66.52
FaceSwap 79.60 62.20
Face2Face 77.20 72.60
NeuralTextures 81.50 60.40
FaceShifter 73.26 61.51

are selected as input and them are resized to 224*224.

o Mesonet [14]. This paper utilized a CNN network with
few parameters to capture tampering artifacts for Deep-
fake video detection. For the training of the model, we
capture random frames from the videos and resize frame
to 256%256 to train the model.

o Capsule [15]. VGG-19 was used to extract image features
and used these features as input to the capsule network
for Deepfake video detection. In the experiments, for each
video, the first 10 frames are resized to 256*256 and
selected as input to the model.

e RECCE [18]. The method was based on the reconstruc-
tion idea of mining common features of original faces to
detect Deepfake videos. For each video, they randomly
selected 12 frames as input and resized them to 299%299.

e Re-network [19]. The method is a time-aware detection
method that used CNN to extract features for Deepfake
video detection. Re-network concerned temporal features
and the LSTM model is trained by selecting 40 frames as
input to the model to extract features. For every frame,
we resize them to 299%299.

o FT-two-stream [28]. The method focused on compressed
Deepfake video detection. FT-two-stream utilized frame-
level and temporality-level streams to extract image
features and temporal inconsistency features to detect
Deepfake videos. In the course of our experiments, we
use FFmpeg to extract key frames as input to frame-
level. For temporality-level stream, we utilize the video
directly as input.

o SPSL [29]. The method used the phase spectroscopy
approach to detect compressed Deepfake videos. For the
model, the final spatial form of the phase spectrum is the
IDFT of the absolute value of the pristine phase spectrum.

o ADD [30]. The method applied frequency-domain learn-
ing and optimal transfer theory to knowledge distillation.
They utilized the D1ib to detect the largest face in
every single frame and resize them to a square image
of 128*128.

Following the above setup, we acquire video frames using
Opencv. Then, we detect faces using D1ib from frames and
perform data cleaning. For frames where the faces cannot
be detected, we clean the data and reprocess them to obtain
the final data. Finally, we reproduce LRNet [12], FWA [13],
Mesonet [14], Capsule [15], Re-network [19], and FT-two-
stream [28]. In the experimental process, the parameters of
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TABLE II
THE DETECTION ACC (%) AT DIFFERENT FRAME LENGTHS ON DEEPFAKES, FACESWAP, FACE2FACE, NEURALTEXTURES, AND FACESHIFTER
DATASETS.
Datasets 20 30 40 50 60 70 80

DeepFakes 88.75 90.00 89.25 88.25 90.00 89.50 88.25

FaceSwap 90.00 92.00 91.75 90.75 92.75 90.75 90.25

Face2Face 87.25 89.25 90.75 91.00 91.00 91.25 90.75

NeuralTextures 79.25 80.75 81.00 81.75 85.50 84.25 84.00

FaceShifter 82.00 85.00 83.00 86.25 87.50 83.75 84.50
TABLE VI

THE COMPARISON OF THE DETECTION ACC (%) WITH THE STATE-OF-THE-ART METHODS ON DEEPFAKES, FACESWAP, FACE2FACE, NEURALTEXTURES,
AND FACESHIFTER DATASETS OF LQ. THE RESULTS OF SPSL ARE CITED DIRECTLY FROM LITERATURE [29] AND [30].

Datasets FWA [13] Mesonet [14] Capsule [15] Re-network [19] FT-two-stream [28] SPSL [29] ADD [30] FAMM
DeepFakes 78.50 82.49 87.50 76.44 94.64 93.48 95.50 90.00
FaceSwap 67.25 75.25 80.50 63.32 85.27 92.26 92.49 92.75
Face2Face 66.75 73.25 81.25 67.09 86.68 86.02 85.42 91.00

Neural Textures 64.75 63.75 70.50 62.06 80.50 76.78 68.53 85.50
FaceShifter 66.33 81.75 85.12 74.00 77.31 - 91.64 87.50
TABLE VII
THE COMPARISON OF THE DETECTION AUC (%) WITH THE STATE-OF-THE-ART METHODS ON DEEPFAKES, FACESWAP, FACE2FACE,
NEURALTEXTURES, AND FACESHIFTER DATASETS. THE RESULTS OF SPSL [29] ARE CITED DIRECTLY FROM LITERATURE [29].

Datasets FWA [13] Mesonet [14] Capsule [15] Re-network [19] FT-two-stream [28] SPSL [29] FAMM
DeepFakes 86.00 92.90 92.00 84.82 98.00 98.50 95.81
FaceSwap 68.00 83.31 78.00 67.08 94.00 98.10 96.98
Face2Face 70.00 72.00 86.00 72.65 94.00 94.62 95.67
NeuralTextures 67.00 67.00 78.00 68.70 90.00 80.49 91.45
FaceShifter 69.32 92.41 92.29 82.09 77.49 - 92.90

these models such as learning rates and optimisers follow
the authors’ settings and the dataset split between training
and testing data follows the setup in “Experimental Details”
section.

B. Impacts of the Number for Input Frames

In FAMM, since we focus on the features of continuous
frames, the number of input frames might affect the detection
performance. A video can be intercepted into multiple clips
that are fused to identify it as real or fake. The higher number
of frames in a video clip, the fewer can be intercepted. The
time clips need to be appropriate for the model to capture
temporal features effectively. Excessive video clips might lead
to over-fit in the temporal dimension, resulting in ineffective
detection performance. The number of frames per video clip
is evaluated to obtain the best performance for the model.
To improve the detection accuracy (ACC), we change the
number of frames per video clip. We set each video clip
to contain n € {20,30,40,50,60,70,80,90} frames and
conduct extensive experiments. Table II shows the detection
performance, which demonstrates that FAMM achieves the
highest detection accuracy when choosing n = 60. Therefore,
in the following experiments, we set n as 60.

C. Ablation Study

To effectively explore unnatural facial motions, we perform
ablation experiments on FAMM to evaluate our fusion ap-
proach. Specifically, we compare the detection performance
of the individual classifier and their fusion, and the specific
results are shown in Table III. The average ACC of FAMM
that uses Dempster-Shafer is 89.35%, which is 10.93% and
11.38% higher than the average ACC without fusion. These
results indicate that the fusion strategy can effectively integrate
forensic knowledge and improve compressed Deepfake video
detection performance.

In this paper, distance and angle features are joined to
indicate the movements of the facial muscles. We also perform
the ablation study on FAMM to evaluate the combination of
distance and angle features. Specifically, we use only distance
features or angle features to represent facial muscle motions
and show the results in the second and third columns of
Table IV, respectively. The experimental results demonstrate
that the detection performance of combined distance and angle
features is superior to that using only distance features or angle
features. The reason might be that their combination provides
an excellent characterization of facial muscle motions.

To illustrate the effectiveness of the GRU, we compare the
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TABLE VIII
COMPARISON OF THE COMPRESSED DEEPFAKE VIDEO EVALUATION (ACC (%) AND AUC (%)) WITH STATE-OF-THE-ART METHODS ON DEEPFAKES,
FACESWAP, FACE2FACE, NEURALTEXTS, AND FACESHIFTER DATASETS OF FACEFORENSICS++ SOCIAL.

Methods Social Networks DeepFakes FaeSwap Face2Face Neural Textures FaceShifter

ACC AUC ACC AUC ACC AUC ACC AUC ACC AUC
FWA [13] Facebook 65.18 71.75 50.00 51.37 55.60 59.06 51.63 61.06 65.63 71.71
Youtube 64.83 70.76 51.40 52.92 55.75 58.02 57.45 59.44 64.68 70.52
Facebook 86.22 93.83 82.50 89.61 84.50 91.75 70.01 83.25 81.91 91.32

Mesonet [14]
Youtube 85.25 93.67 77.00 84.32 79.95 88.66 66.17 81.32 83.75 92.17
Facebook 92.20 98.18 93.30 98.58 88.02 95.49 72.28 80.99 70.70 82.11

Capsule [15]
Youtube 92.74 97.71 82.78 97.53 87.22 94.71 70.70 82.11 92.88 97.17
Facebook 74.44 83.81 71.75 84.86 76.75 84.63 63.75 69.91 72.25 83.36

Re-network [19]
Youtube 74.44 84.01 68.17 73.00 73.25 79.39 67.75 74.58 78.00 88.10
Facebook 92.50 97.55 90.25 95.98 82.50 89.69 73.00 81.90 89.25 95.08
FT-two-stream [28]

Youtube 93.48 97.82 79.25 91.76 80.50 86.80 77.00 80.85 90.00 96.01
FAMM Facebook 91.00 97.35 94.50 98.72 93.73 96.93 89.00 94.97 89.25 95.00
Youtube 90.75 96.17 95.00 98.82 94.25 97.97 88.25 92.44 88.00 94.53

GRU model with the Transformer. The experimental results
are shown in the Table V. The results demonstrate that the
detection performance of adopting Transformer is not as well
as that of adopting GRU model. The Transformer is based
on a self-attentive mechanism that captures the relationship
of the temporal sequence by computing the relationship of
each position to the other time periods in the sequence. In
contrast, GRU controls the flow of information and forgetting
by introducing a gating mechanism, which can better to the
designed features. Besides, Transformer has a more complex
structure and requires a higher amount of data for training
and inference. For a video, the difference features designed
in our proposed method have a low dimension of 60*59. In
the case of small data volume, Transformer is difficult to train
and extract effective features. On the contrary, the GRU model
has a more detectable structure and is more advantageous in
processing time-series data with lower dimensionality.

D. Comparisons of Compressed Deepfake Video Detection
Performance on FaceForensics++ LQ

In this section, we use ACC and Area under the curve
(AUC) to evaluate the detection performance on the com-
pressed Deepfake datasets. We evaluate FAMM on the F-
F++ LQ and compare it with some state-of-the-art methods.
When detecting compressed videos, the results in Table VI
demonstrate that FAMM achieves state-of-the-art performance
on Face2Face, NeuralTextures, and FaceShifter. FWA [13],
Mesonet [14] and, Capsule [15] focused on a single-frame
image and detected Deepfake videos based on facial tamper-
ing artifacts. The presence of compression artifacts in com-
pressed videos might impact detection performance, thus these
methods are unable to detect compressed Deepfake videos
very well. FT-two-stream [28] combined frame-level and
temporality-level features and SPSL [29] based on the phase

spectrum to detect compressed videos, which achieved im-
pressive detection performance. ADD [30] applied frequency-
domain learning to detect compressed images and achieved
the best performance on DeepFakes and FaceShifter. FAMM
achieves the highest scores on the FaceSwap, Face2Face,
NeuralTextures. Therefore, FAMM can effectively detect com-
pressed Deepfake videos.

For compressed Deepfake video detection, we can notice
that the detection performance of FAMM is higher than
ADD [30] on FaceSwap, Face2Face, and NeuralTextures.
For ACC metric, our method is outperforming ADD [30]
by 0.26% on FaceSwap, 5.58% on Face2Face, 16.97% on
NeuralTextures. The reason is that in the presence of heavy
compression, the videos would lose more information making
it difficult to extract discriminatory features. However, FAMM
can effectively decouple compression artifacts and tampering
artifacts improving the detection performance of compressed
Deepfake videos.

E. Comparisons of Compressed Deepfake Video Detection
Performance on FaceForensics++ Social

As the compressed dataset of FF++ is implemented by hard-
coding, we evaluate the detection performance on FF++ Social,
which is the realistic scenes dataset. Since FF++ Social only
improves the data for validation and testing, we use FF++
high-quality (HQ) datasets for training and FF++ Social for
testing to guarantee the performance of the model. The specific
experimental results in Table VIII demonstrate that FAMM
works equally well for compressed videos in real scenes and
outperforms the FF++ LQ.

We also evaluate the detection performance on FF++ Social
of FAMM using Receiver Operating Characteristic (ROC)
curve, where the horizontal and vertical coordinates represent
the False Positive Rate (FPR) and True Positive Rate (TPR),
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ROC (receiver operating characteristic) curves for the state-of-the-art compressed Deepfake videos detection methods on different public datasets:

(a) DeepFakes, (b) FaceSwap, (c) Face2Face, (d) NeuralTextures, (e) FaceShifter.

respectively. As shown in Fig. 9, the curve for our method
is closer to the upper left corner on FaceSwap, Face2Face,
NeuralTextures, and FaceShifter, which means that our method
achieves superior performance.

FE. Cross-Manipulation Detection Performance Comparisons

In addition, we conduct cross-manipulation experiments
on FaceForensics++ to evaluate the robustness of FAMM
without introducing confounders such as variations in pose
or illumination. Specifically, the fake videos that were created
from the same sources. In this paper, we focus on the research
of compressed videos, therefore, the classifiers are trained on
one tampered database of FF++ LQ but tested on the remaining
four databases. The results of the experiment are provided in
Table IX, which demonstrate that FAMM achieves comparable
robustness performance than most of the baseline methods,
except for training on FaceSwap and testing on FaceShifter.
When training on DeepFakes, FAMM is outperforming the
SOTA methods by 6.83% (ACC) and 7.66% (AUC) (i.e. LR-
Net [12]), 12.72% and 14.14% (i.e. Mesonet [14]), 15.47%
(AUC) (i.e. RECCE [18]), 7.13% (ACC) and 9.25% (AUC)
(i.e., Re-network [19]). Our approach also achieves state-of-
the-art performance for models trained by other manipulation
methods. Therefore, compared with baseline methods, FAMM
achieves excellent generalization to different forgeries.

It is noticed that when we use DeepFakes for testing,
Face2Face, NeuralTextures or FaceShifetr for training, the
model achieves an adequate performance. In other cases, the
performance of the model is significantly affected. When
we train the model on FaceSwap and test it on Face2Face
or NeuralTextures, the performance of cross-manipulation is
inferior. The possible reason is that FaceSwap uses classical
graphical techniques to implement facial replacement, causing
obvious forged boundaries that are easily detected. In con-
trast, Face2Face and NeuralTextures techniques are expression
migration techniques and the synthesized videos fit better. In
addition, we perform the experiment by training the model
on FaceShifter while testing it on the remaining datasets and
we could observe poor performance of the model. This is
because FaceShifter generates swapped faces with high fidelity
by thoroughly and adaptively exploiting and integrating target
attributes.

G. Visualization and Analysis

In this section, we select an original video and a corre-
sponding fake video to visualize and analyze the difference
features DVEC and time-series features TVEC to illustrate
the effectiveness of the designed features. First, we draw the
3D figure of difference features DVEC to demonstrate the
distribution difference between the real video and synthesized
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TABLE IX
DETECTION ACC (%) AND AUC (%) FOR CROSS-MANIPULATION EVALUATION WITHIN THE FACEFORENSICS++ OF LOW-QUALITY: DEEPFAKES,
FACESWAP, FACE2FACE, NEURALTEXTURES, AND FACESHIFTER. THE RESULTS OF RECCE [18] ARE CITED DIRECTLY FROM LITERATURE [18].

Methods Train DeepFakes FaceSwap Face2Face Neural Textures FaceShifter
ACC AUC ACC AUC ACC AUC ACC AUC ACC AUC
LRNet [12] - - 60.00 65.66 59.00 65.84 60.19 64.09 58.00 63.00
Mesonet [14] - - 55.10 62.17 51.52 52.27 51.40 53.53 55.61 64.71
RECCE [18] DeepFakes - - - 74.29 - 70.66 - 67.34 - -
Re-network [19] - - 54.77 58.63 58.04 62.43 61.55 64.18 61.75 67.01
FAMM - - 62.75 69.79 73.25 79.14 65.50 70.64 63.00 69.67
LRNet [12] 58.25 73.84 - - 59.00 68.54 50.07 49.26 50.75 56.94
Mesonet [14] 56.46 63.12 - - 48.61 48.74 48.98 47.74 53.32 54.70
RECCE [18] FaceSwap - 82.39 - - - 64.43 - 56.70 - -
Re-network [19] 52.88 54.18 - - 48.24 46.67 44.22 43.28 59.25 63.17
FAMM 67.75 76.83 - - 55.00 64.37 52.75 58.82 51.50 58.21
LRNet [12] 74.50 81.93 56.00 62.66 - - 70.00 79.53 56.25 60.17
Mesonet [14] 49.74 54.54 49.87 52.26 - - 50.13 54.53 49.62 59.83
RECCE [18] Face2Face - 75.99 - 64.53 - - - 73.32 - -
Re-network [19] 57.14 61.11 52.01 53.37 - - 59.05 60.56 49.50 49.15
FAMM 75.25 81.29 60.75 65.65 - - 71.00 78.00 58.00 59.76
LRNet [12] 71.00 80.46 54.50 61.57 81.25 89.39 - - 56.50 65.75
Mesonet [14] 51.52 55.94 46.29 43.00 52.67 55.98 - - 54.22 57.78
RECCE [18] NeuralTextures - 78.83 - 63.70 - 80.89 - - - -
Re-network [19] 61.65 67.91 49.00 50.13 59.55 63.80 - - 57.74 61.08
FAMM 74.50 81.40 59.00 62.38 81.50 87.33 - - 63.00 68.08
LRNet [12] 75.75 82.05 63.75 67.11 65.75 67.18 61.25 62.10 - -
Mesonet [14] 60.86 69.37 52.55 53.19 47.34 49.11 47.45 48.85 - -
RECCE [18] FaceShifter - - - - - - - - - -
Re-network [19] 64.41 70.58 50.25 52.72 52.02 55.82 57.29 61.94 - -
FAMM 77.00 82.72 62.50 68.04 66.00 71.33 62.00 66.24 - -
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Fig. 10.  The .differer‘lce features DVEC visualiza.tic.)n of .origin'fil (left) - Deepfake video
and Deepfake (right) videos. The distribution of original videos is more 0047
concentrated, while the distribution of Deepfake videos is relatively discrete. 0.02
E; 000 == mm e oo
—=0.02
video. As shown in Fig. 10 (left), DVEC of the original video 04
is concentrated in a certain area. However, the Deepfake video 0 50 100 Fea'ti"r eNumb:f" 250 300
has discrete distribution regarding DVEC (as Fig. 10 (right)
shows), implying deficiencies in the temporal sequence. Fig. 11. The time-series features TVEC visualization of original (red) and

Deepfake (green) videos. The distribution of original videos is random, while

Then, the curve chart of time-series features TVEC is the distribution of Deepfake videos is mainly concentrated around 0.

illustrated in Fig. 11, which shows that there is a visible
difference between the original video and Deepfake one. For
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the original video, the feature distribution is random because of
the variety of expressions, while the distribution of Deepfake
video is mainly concentrated around 0. The aforementioned
visualization results demonstrate that the proposed FAMM can
capture the difference in the designed features between the
original and Deepfake videos and would be capable to obtain
excellent detection performance.

VII. CONCLUSION

In this work, we design facial muscle motion features from
a novel perspective to detect compressed Deepfake videos.
The compressed videos contain compression artifacts, which
are detrimental to feature extraction and network learning.
We investigate geometric features, which construct features to
mine and enhance unnatural facial muscle motions. Besides,
we provide interpretive analyses, including compression proce-
dure, mutual information, and facial landmark analyses, which
demonstrate the effectiveness of FAMM theoretically. We carry
out FAMM on the FaceForensics++ LQ and FaceForensics++
Social. Furthermore, we conduct cross-manipulation experi-
ments without introducing confounding factors. The extensive
experimental results demonstrate that FAMM achieves excel-
lent performance in detecting compressed Deepfake videos.
In addition, the possibility of mining more effective facial
features would also be further studied.
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